(R

portion. Routers along a pat examine the &Zgé‘iémﬁo;@ P
h e

3 3 3
H

The 1P header also includes fields to ensure the packet does
§§6§‘y in case of an internetwork loop and
ble a packet to be broken down (fragmented)

es when the network ;ﬁaif;%% does not support

not 55;‘{;13?&35 end
7
i

a single MTU {ma\%wu% transmission unit) size from end-to-

Version field: This 4-bit field
version numbers assignad

in use, The following lists the
v( Reserved : s?"e 5)(?‘, internet
%’4 Internet Protocel (RFC 721}

ST (Stream) Datagram Mods | 256 180) TUBA
v”“ internet Probocol Yersion € (RFC 1752) Vo Reserved

Versions 1-3 and 10-14 are unassignesd

internst Header Length (IHL) fleld: This fisld denotes the iength of the IF header in 4-
byte incremente. For example, the value B in this field defines a Z20-byte IF headen
Subtract this value from the Total Length fleld to obtain the length of transport layer
and data in The packet.

[Note 23| Precedence/Type of Service field: This field identifies the quality of service that 2 packet

should recelve (if possible). Bits 0-2 ars usead for Precedencs; bits 3-8 are used for

Type of Service; bit 7 is reserved.
Precedence 10S Value Service Description
Yalue Description 0000 Defauit {no specific service type}
111 Network Control 0001 Minimize Monetary Cost
11 internebwork Control o030 Maximize Reliabiliny
101 CRITIC/ECP o100 Maximize Throughput
100 F;ae?& Crverride 1000 Minimt
o1 Fiash 1114
810 immediate
OO Priority

| Note #4 | Total Length field: This fisld defines the total number of tytes In the IP packet from the

start of the IF header through the end of valld data. This fisld does not include any
bytes incerted as padding at the end of the packet.

Flage fleld: This field actually consists of thres separate single-bit flelds. The fields

Bit O: Reserved {est 1o U}
Big & May/Dow's Fragment bit (O=May Fragment; 1=Don's Fragment}
Bit 2: More/Last Fragment bit {O=Last Fragment; 1=Mors Fragments to Come)

The foliowing figurs denotsee the bl placementivalues as well.
Bis 0O Bxl B2

84 DF = Don's Fragment bit
£ MF = More Fragment bit

3
54
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Note #6| Time to Live field: This field defines the remalning ifetime of the packet. Although

i

originally defined as a2 measurement of "seconds,” It is often referred to a5 the
*remaining hop count’ value since routing devices will decrement this fleld value by 1 even
i 1t didn's Take one second for The routing process To transpire. Typical TTL starting
values are 32, 64 and 128,

A packet with g “‘ﬁ. value of 1 arriving at a router cannot be routed (the router may not
decrement the TTL valus to O and forward The packet). A packst with z TTL value of 1
arriving at the deetéreaﬁon can be proceseed, howeven

in the case of a fragmented packet, all fragments are given the TTL value a1 the time of
fragmentation. The fragmente may take different pathe to the destination and may
end up with different TTL values upon arrival. All fragmente must arrive at the
destination within ths TTL value of the first-received fragment, however

[Note #7 | Header Checksum field: This field contains a checksum value for the IP header only and

includes all flslds axcept the Header Checksum fleld liself.

Class-based |IP Addressing

Class-pased addressing offers an IF address system that separates address into several
basic classes with predefined field lengths for the network portion of the address and the host
iD portion of the address as shown below.

Class Net/Host  Netweork Mask First Bvie in Binary First Byite in Decimal

Class A N.HHH 255.0.00 OXXXXRKX o -127
Class B N.NHH 285828500 ‘3 OX%xRXR 128 - 181
Class C NONLNLH 255.255.255.0 TOxxxxx 192 - 225
Class D Multicast nfa ? 110xxxx 224 - 238
Class E  Reserved nia 1111 Txxx 240 - 255

° A nebwork addrese etarting with O lp invalid. The nebwork addrese 127 is ressrved for the loopback address.

3

When a single network address is reguired Lo support two or more physical networks, the
address can be subnetied. Subnetiing is covered in detall in RFC 1818,

| The “Network Addrese”
Placing the value O {binary] in 2ll positions of the host ID portion indicate the network's
address, For example, 3.0.0.0 can be used To refer to the entire Sxxx network. 1t iz not
aliowable to assign a host the host ID of all Os,

| Ali-Network Broadcast |
Placing the value 1 {Pinary} in all positions of the network and host ID portion of an
address is a network broadcast. The decimal value is 2565.2556.255.255, Broadcasts are
typicaily not be forwarded by routers (even though the broadcast is directed Lo ‘all
networks.’)

| Subnet Broadcast i
Placing the value 1 {binary] In all positions of the host 1D portion of an address is a
roadcast for a epectfic subnetwork. For example, D.255.255.255 s a broadcast onto

network 8.0.0.0.
o E § ? A 2 3 3
Classless IP Addressin
Classless Interdomaln Routing {C lefin nethod for addressing without Class A, B, or C

network delineations. Instead of us g nd making assumptions on the
byies used for network and host portion ';é'sg address, classless addresses consist of an
address and the prefic. The ;amﬁx Indicates the number of bite 1o be masked off for the
network portion. The following table illustrates the claseless addressing prefixes and masks.

Deotted

Degimal Mesk Binary

28000 0000000 00000000 00000000 00000000

1SR.0.00 11000000 00000000 00000000  COOR0000

224.000 11100000 00000000 00000000 DOD00000

240.00.0 11110000 00000000 00000000 00000000
) 24&&9@ 11111000 COCO0000 CO0000D0 00000000
= 252.0.0 11111100 00000000 00000000 00000000
7 25-%-04»; 11111110 00000000 Q0000000 00000000
5 255.0.0.0 11111111 COODO0OC CO000000 00000000
9 28812800 11111111 10000000 00000000 00000000
e} 25819200 11111111 11000000 00000000 00000000
i 2EB 22400 111191191 11100000 OD0OD0OOC 00000000

1%
{gnd 80 on...

Private Addresses
The Internet Assigned Numbers Authority (1
private internete.

liowing addresses for

10.0.0.0 - 10.255.255.2585 (1018 prefix)
17216.0.0 - 172.51.255.255 (172.16/12 prefix)
192.168.0.0 - 192.168.255.255 (19216816 prefix)

These numbers cannot be advertiead on the Intermet. Network Addrese Translation (NAT)
systems may be used to aliow connectivity between private from public addreseing systems.

P ; ™1 ; ; i ;
s 23 2 i : & - - viinicati {DN 3 A TOL. 18 s simimmtime FTTE L PN P
Basic TCF/IP Stack Elements UDP-over-iP Communication (DNS Guery) [CP-over-IP Communication (TCP Handshake)
R . DLC: Destination = Station Trndni3C3DEB
DIC: Destinstion = Staticon J0104B30C442 BIC:  Socurse = Station Eagle COSFCL
DLC: Source = Station CGOAUCC30CSDE 1C:  Ethertype = 0B00 {IM
BLC: E-z:ner cype = 0800 ({1m) ) = IP: Version = 4, header length = 20 bytes
U -l .+ Protocols IP: Vers. = 4, hgadar length = 20 byvtes £*1p: Type of service = 00
pper-Layer rrotocox IP: Type of service = 00 IP: Total lemgth = 44 bytes
- such as SNME HTTF, FTE teinet, ete, - IZ: Tetal length = 58 bytes IP: Identification = 1338
IP: Identification = 43568 IP: Flags = 4¥%; don’'t/last fragment
1F: Flags = OX may/last fragment IP: Fragment offset = § bytes
IP: Fragment offset = 0 bytes I¥: Time to livs = 32 seconds/hops
- IP: Time to live = 128 seconds/hops TP: Protocel = § {TCE}
vser S&tag”&m I¥: Protocol = 17 (UDE) IP: Header checksum = 284F {corzscst}
?f@%" i (UDP\% IP: Header checksum = 744F {(correct} ID: Source address = {130.57.20.103
4 IF: Scurce addrsss = [10.0.0.88} . S e = A %
. - 4 IP: Destination address = [130.57.20.11
REC 7G5 = IP: Destination address = [10.0.0.11 315. 5o options
- connectionless transport- - IP: ¥o options TCP:  Scurce pert = 1028
UDF:  Scurce port = 1031 . TCP: Destination port = 524
UDP: Destination port = 33 (Domain) TCP: Initial seguence numbsr = 12952
R . P F1en UDP: Langj;}x = 38 TCP: Next sxpected Seg numbers= 12953
internet Protocol (IF) UDP: Checksum = CBO3 {correct) TCP: Data offset = 24 bytes
d UDP: {30 byte(s) of data] TCP: Flags = 02
KFQ ’?@’% DNS: DNS: ID = 1 2.0 ... = {¥o urgent pointer}
¢ : - DHS: E“‘%ag?s = 01 Query; Recursion desizred veal v... = {N¥o acknowledgment)
tio DNS: Flags = (0X;: verifised data only eev. O... = (o push}
REC 825 DNS: COuestion count = 1, Answer count = 0 vees 0.. = {No reset}
DNS: Authoxity count = §, Addl. recoxd= D . ... = 8YN
Media Access Controt { %v?fxf{; ayer) DS ZONE Section cres +..0 = (No FIN)
o DNS: Kame = fitpcorpl.HAaZ TOD:  Windew = 8192
- Ethernet, Token Ring, FDD, et DNS: Type = Hozt addrsss {(&,1} TEP:  Checksum 13832 i{correct}
DHS: Class = Internet {IW,1} TCP:  Options follow
TCP: Maximum ssgment size = 1480
2 ”‘g"’ g 2 % s ? ﬁ? § Fa T 2
§ lable #1: Frotocol Field
Decimal Protocs! Decimal Protoco! {continued)
H : ~ IPUE Hop-bu-Hap Ooti -
o ar 5 16 23| 24 Bit 31 “ 1Pv6 Hop-by-Hop Option % xP ) !
3 internet Contrsl Message Protocol 37 Datagram Delvery Protocol
2 intermet Group Management Protocol 28 IDPR Control Message Transport
5 Cateway-vo-Gatewsy 3g TP++ Transport Protocol
. A FUR . & iF in IF {sncapsuiation) 40 iL Transport Protocol
Version iHL Precedence/ r s - = o ' 41 Pus
_ Total Length i I : S :
A %,5’_*,—§\§ { A it 2 ! i :}555 f}{: 5 Ervics ) & T"swew‘nﬁzsm Congrol Protocol 42 Source Demand Routing Protooo!
U ey N i {’%6 bits) 7 cBT 43 IPv&-Route Routing Header for IPv6
EE ° ° = . . . = =
(& 275'2;6} ‘ & Exterior Gateway Protoc 44 Fragment Header for IPvG
* 2 Asny private interior gateway (le. IGRF) 45 inter-Domain Routing Protocol
See See c . 4 o BBN RCC Moritor ng 4G Reservation ?’roﬁ:cgoi
288 5\5{}@5 # s i Network Yoice Frotoco! 47 4
Bt B4 N %2 Cooe ?\é,ﬂé"ﬂ gz
NOTE #Fi NoTe # DCL NOLVE 7 12 PP 48
12 ARGUS 42
B Cross Net Debugger 51
_ 16 Chaos 82
r %a@@ 17 User Datagram Protoco 5%
: . v 3 Aultiplexing 54 NBMA Address Resolution Protoscl
e 200 . s Y o, - fi5d pH ip ]
Identification (3 bits) Fragment Offeet 19 DCN Meaeurement Subsystems 55 1P Mobility
e 4 £4 ey 20 Host Menitorin 5% Transport Layer Security Protood
(10 bits) its) : o e , ol oot ’~
» e ackez Rzdio Measurement 57 SKIP
6 ee 22 XEROX NS IDP 58 ICMP for iPve
. s . ~ o s . 23 Trunk-§ 58 No Next Header for IFVE
— T B : g e e i ? P s
e¢ [P Fragmentation’ Sidebar Note #5 ] See ‘IF Fragmentation’ Sidebar 24 Trunk-2 80 Destination Options for IPv6
2 Leaf-i &1 host imternal protocol
28 Leaf-2 &2
27 Reliable Data Protocol 83 Any losal network
25 internet Reliable Transaction &4 SATNET and Backroom BEXFAK
28 120 Transport Protecel Uiz ez Kryptolan
. - — 30 Bulk Data Transfer Protocol &G Remote Yirtual Disk Frotoco!
i?‘ ne 1o Liv ?5"8“50 % Header Checksum oH MFE Network Services Protocst &7 internet Plurbus Packet Core
e 8 b + { % 319 ts N ;,% 6 bits) 32 MERIT intemodal Protocol &8 Arny distributed file system
5 1 ] Haa sl W 2. 2.
1 ! 6} ey {jlooing) 23 Seaquential Exchange Protocol 89 SATNET Monitoring
34 Third Parpy Connect Protoco! 70 YISA Protocol
25 Inter-Domain Poliay Routing Protocol
o i L Lal 4 o~ { ot F A s P £ Ay ismesd vainesl
See Note O See Table #1 See Note #7 28 X1P {see wwwiana.org for remaining assigned values]
I I Ci
-3 e H
[able #2: IF Header Options
Z  Yolue Refersnce #  Value Reference (continued)
Source |F Address O ©  EndofOptions List B 205  Experimental Fiow Control
e 13 No Operation L= A Expermental Access Control
(32 bits) 2 B0 Security B 18 Encode
G Loose Source Route B 44 il Traffic Descriptor
4 B Time Stamp 7 4B Extended Internet Froteco!
§ 5 133 Extendzd Security B 82 Tracerouts
See ‘Class-based/Classless IP Addressing’ Sidebar & 4  Commercial Security © 17 Addreos Extension
g Zaeti: SOUNTY i =5 VBT
77 Recerd Route 2z 4 Router Alert
& Bo Stream iD 27 e Selective Directed Broadcast
g B Strict Source Route 22 B NSAF Addresses
i Experimental M rement 2z 3 E‘y amic Packet State
Hoon MTU Probe 24 B2 Upstream Multicast PkL.
Z 2 MTU Reply [Options list assigned/maintained at wwwiana.om.]
Destination IF Address
TR Lol %
%gz: ?i?ﬁj -
* & 2
IF Fragmentation
o £ 3 F¥at A s g N H B *E P =, . e . § e s £iv i s
See ‘Class-bvased/Classless P Addressing and Multicast Addressing’ Sidebar Fragmentation is necessary when a packet is 100 large to fit on the media. The
packel must be fragmented into multiple pleces at The point where the media
size changes (typically 2 router) and reassembled at the destination,
For example, consider a device that sende a 4096-byte packet from a Token
Ring network to a device located one router on an Ethernet network. The
o Ethernet network can only support 1918 byle packets. The router that
ey {4 P —— e TN . .
@;ﬁﬁ@ﬂg Urany) connecte the Token Ring network 1o the Ethernet network must fragment a
. it single packet into three separate vackets.
{variable length) gel ‘ -
Y F
The process of fragmentation uses three fields of the IF header: the
X - ldentification field, Flags field, and the Fragment Offset figld.
ds on figld: All IP packets contain a2 urigue ID number. When a packet must
be nsﬁmm Into several pleces, the same 1D number is placed In sach fragment
0 identify them as = set.
Fizas fleld; This field consists of thres bits - only two are used. Bitsland Zof this
field {see Note #5) are used 1o indicate ¥ fragmeniation is allowed (Don't
Fragment Y} and i 2 packet is part of 2 fragment set (More Fragmente).
E Y N
vala entation Offeet ficid: This fleld Indicates where the fragment’s data should
(variable lerzth) g‘é scé in nda‘sé’sﬁ to v%‘s other fragment data. '?hs%s%a indicates theoffest ina
\variavie iehgin) urite of & octets (64 bite).
| Fragment 1 of
IP: —mmme IP Header -----
IP: Total lengt = 15f
IP: Identification = 19
IP: Flags = 2X
igs +8.. .... = may fragment
iPp: codls o... = morse fragments
IP: Fragment offset G byies
%f —; %ﬁé f“ IP: Time to live = 32 seconds/hops
i‘«;ﬁ;aﬁey cas ressing y ze: 32 secor
o L. ; . 1 - . : ir: a, Frames: i, 2, 3
Multicasting is used To address a group of IF devices. The multicast address
can only be used in the destination IF address fisld {never in the source li LC: i
Coin s L2 =
address field). Routing Information Frotocol (RIF) version 2, Open Shortest f =0 ) | Tragr
: A L
Fath First {OSFF)}, Service Location Protocol (SLF) and internet Group C: 1P: ~=m—== 1P H - 1P ————
Management Protocol (IGMF) use multicast addresses. See RFC W2, Host 1P: Vers = 4, er length = 24 bvtes iP: 1500 bvtes
Extensions for IF Multicasting” for more information, ] IP: Type of service = {0 Ip: 15485
ip: Total length = 32 bytes ID: 2%
. . . R R iP: Identification = 768 iP:
AP multicast addresses are assigned between 224.0.00 and 5. Flags TR - 0¥ o
229.255.265,255, The rangs 224.0.0.0 through 224.0.0.255, inciusively, are 1p: .0.. .... = may fragment E;
reserved for the use of routing protocols and other topology and mainienance iP: .0 .... = last fragment ip:
discovery protocols. These multicast packets should not be forwarded by iF: 9“‘3 offset = 0 bytes IP: IP ident=19485
multicast routers. iit?: Hive ; s(igggus;’ﬁons
i¥s = JLE
) ip: der c‘uem{a um = 3&5F {correct} :?”&@?%6?’333 of B
Multicast MAC Hseaders ip: Source address = [10.0.0.99] : /
The IP multicast address provides the ‘seed’ for the creationof am 1P:  Destipation address = [224.0.1.22] TP e TP Header ~-—---
CAAS o : ; , 1P O . .- s I
MAL address by transiating the last thres bytes of the IF multicast add: ;: : ‘}i fons X £ 24 Tow IP: Total length = 1164 bytes
o iP: ion 14 T, e s _ y
into hexadecimal and placed in the last three bytes of the MAC add: ips % vt IP: Identification = 19485
° - iP: Flags = X
TP IGMD-. A “ N
- S ; . ey 1 ‘. *P', 1GMP: ip: .0.. .... = may fragment
For example, in the packet shown at right, an IGMF packet addressed to I IGMP: IGMP: 1P: 2 = last fragment
address 224.01.22 (Service Location Protocol multicast address) IGMP: Type 2 TP ent offset = 2960 bytes
" ; IGMP: Unuse :
MAC header destination address OxOI00SECOCYG (where 16 is the ici}) Chocksum 08ES (correct) TE: N = 32 Sec""r}‘i s/hops
P : H sl £ s : : 1A R: < : HeCKsuUm - N i ip: ™~ lean ~f IR s v = 51
hexadecimal equivalent of ‘22 decimal). The leading three bytes use an IANA- IGMP: Group Address = [224.0.1.22] ig: 44 by‘-e of data continuation of 1P ident=15485]
assigned MAL ldentifier (OxOO005E with the first byte changed Yo an odd )
number - Ox01 - $o denote a multicast MAC packet).

Partizl List of Assigned Multicast Addresses
The following list includes the basic set of multic
to 224.0.0.255), Refer Lo wwwianaorgforac
multicast addressss,

Address Address Descrivtion {continued)
224.0.0.0 Base Address {Reserved) 224.0.012 DHCF Server/Relay Agent

224.0.0% All Systems on this Subnet  Z224.0.013 All PiM Routers
224.0.0.2 All Routers on this Subnet 2240054 REVP-ENCAPSULATION

224.0.0.5 Unassignsd 224005 a
224004 DYMRP Routers : 224.0016 desig
224005 OSFFIGP All Routers 2240057

224.0.0.6 OSFFIGP Designated Rire. 224.00.18VRRP
224007 ST Routers
224005 57 Hoste
224.0.0.8 RIFZ Rou
2240030 IGRF Router
224000 Moblie-Agerte
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